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ABSTRACT

The practice of critical infrastructure protection (CIP) planning angaggament is often
hindered by the lack of critical infrastructure (CI) information. This is dtgely to the

fact that an estimated 85 percent of all Cl in the United States is in thesm@cior.

Much of the information related to the security of critical infrastrustared essential to
homeland security planning and emergency management is not customarily wathin t
public domain—such information is commonly confidential, proprietary, and/or business
sensitive. On the other hand, there is a great wealth of open-source data at the Imunicipa
level that is pertinent to critical infrastructures. These data agragghic and both

collected and maintained by various departments in a municipal governmenetthger
general civil needs of the community. Examples include, but are not limited taJ digit
orthophotos, planimetric data sets, tax parcel data, and street centerloeaseBaf their
implicit connections to critical infrastructures, and owing to some of the inmporta
gualities they possess—high definition or precision (at a geographic sdai4£i0),
refinement or completeness, and general availability—these datpgets o be an
attractive source of knowledge that await the practice of ClI information mining.
However, to date, no study has been reported that extracts only the most relevant Cl
information from this source, nor does a methodology exist that guides the pr&Qice o
information mining on municipality data sets. A further challenge arisestfrerfact that

the municipality data sets, as promising as they seem, are usually voluminous,
heterogeneous, and even entrapping.

In this paper, we propose a knowledge-driven methodology that extracts Cl information
from open-source municipality data sets. Under this approach, pieces of deep Njet usua
tacit knowledge acquired from a group of Cl domain experts are employed de keys
decipher the massive sets of municipality data and extract relevant @hation. More
specifically, the knowledge worker first geographically renderslibigeel knowledge on

the generally available open-source information. The renderings ardliypidhe form

of digital maps, attribute tables, and rule bases. The renderings are tlegrecely the
expert(s) to make sure that the knowledge worker’s interpretations of the lexpext's
knowledge agree with the expert’s expectations. Upon the expert’s feedbacks,
adjustments are made. The corrected renderings are presented to the)dvpanpther
round of validation. This interactive process continues until the expert(s) iafeedat

with the results.

The proposed methodology was tested successfully on a municipality in the Seatheast
United States. It is considered a viable choice for CIP professionals infibds ®

gather Cl information for scenario composition and vulnerability assessonesavieral
reasons. Firstly, it produces credible and useful results. Secondly, it isabtedat

most if not all municipalities across the United States as the requiredoes¢data,
computation, and knowledge acquisition, including domain experts) are generally
available. Thirdly, it is adaptable and thus may be applied to any Cl domain in any
municipalities or regions in the United States. Lastly, methodology resmltsecreadily
refined and updated.



1. INTRODUCTION

A critical infrastructure (Cl) is an array of assets and systemgftdasrupted, would
threaten national security, economy, public health and safety, and way of life. Thes
include, but are not limited to, utilities, medical facilities, public transportat
telecommunication networks, landmarks, buildings, and public spaces. In recent years,
unfortunately, critical infrastructures have become symbolic targetsllegsibe mass
casualty opportunities for terrorist attacks (Belal. 2002, p.85). For instance, the
World Trade Center is a symbol of America’s capitalism and economicriciu¢he
Pentagon is a symbol of America’s military strength, and the railveéipistin Madrid
represents a node in a geo-political network. Many critical infrastriscpuoenote the
congregation of people, which increases their attractiveness to terctsisBecause of
the dual identity of critical infrastructures and the high level of vulnetgliey bear,
critical infrastructure protection (CIP) has topped the list of présrin the practice of
homeland security planning in the United States (Texhat 2004; Thieman, 2004).
Since the tragic events of September 11th, 2001, CIP drills have become an paegral
of every counter-terrorism exercise across the country (Thieman, 2004).

An essential task in CIP planning is the assessment of Cl vulnerability sjitcteto the
threat of potential terrorist attacks. For such a task, a seeofrioss widely regarded

in both academic and professional communities to be the best form for such asggssm
(Garrick 2002). Unlike predictions which project Cl vulnerability with probability, a
scenario set bounds the range of vulnerabilities by connecting initiating evenitiabr i
conditions, to undesired end states (different levels of damage) with the sequence of
events linking the two (Garrick 2002, p.421). Functionally, a scenario set is both a bridge
that connects the process of CIP analysis and modeling with that of CIP plamirag, a
cognitive apparatus that stretches people's thinking and broadens their views in the
practice of CIP. This dual function entitles a scenario set to be a favored nodfrabe
family of instruments for CI vulnerability assessment and CIP planniagsdtexplains

the popularity of scenario sets in CIP drills and counter-terrorism egercibey serve as
a foundation for emergency response maneuvers (Thiemann, 2004).

Despite its recognized advantages, however, the use of scenarios in CIP atahtilom
security planning has been hindered by the difficulties in meeting its informahtieeds.

In composing scenarios, a scenarist requires certain categories ofatiborneach
corresponding to one of the five components of a scenario (Xiang and Clarke, 2003).
These five components are: (1) alternatives—the range of potential actions, or the
spectrum of incidents/events; (2) consequences—the immediate and cumuletiize ef
(physical, ecological, economical, and social) that each alternativel Wwaué on an
area’s security, economy, public health and safety, and way of life; (3icagsathe
causal bonds between alternatives and consequences; (4) timeframes—theopénuals
between occurrence of the alternatives and the sequence of the consegbignces; (
geographical footprints—the place-oriented blueprints of alternatives, and ithpaded
marks of their ramifications on an area’s geography. The last component—hardly
unique—is so pivotal to both the composition and utilization of CIP scenarios that it



indeed becomes a hallmark that distinguishes CIP scenarios from their catsfarpa
business, industry, and at times, the military.

Satisfying these informational requirements for composing CIP scemabgsio means
a light task. A major difficulty comes from the fact that an estimated 85 pertcathiCl

in the United States is in the private sector. Much of the information related to the
security of critical infrastructures and essential to homeland seplaitping and
emergency management is not customarily within the public domain - such intorimsat
commonly confidential, proprietary, and/or business sensitive (Tetra¢r2004). The
Protected Critical Infrastructure Information (PCII) Program, laeddby the U.S.
Department of Homeland Security (DHS) in February 2004 under provisions of the
Critical Infrastructure Information Act of 2002 (CII Act), enabliee private sector to
voluntarily submit infrastructure data to the federal government. The fedeeingnent
assures that competitive data will be protected from public disclosure until &3 anl
PCII determination is made that the information does not meet PCII requisgment
Because of this voluntary nature, the success of this milestone development depends on
collaborations from the private sector. Its efficacy remains to be seen.

On the other hand, there is a great wealth of open-source data at the municipal level that
is pertinent to critical infrastructures. These data are geographic and bettecoand
maintained by various departments in a municipality government to serve thalgener
civil needs of the community. Examples include, but are not limited to, digital
orthophotos, planimetric data sets, tax parcel data, and street centerloeaseBaf their
implicit connections to critical infrastructures, and owing to some of the inmporta
gualities they possess—high definition or precision (at a geographic sdai4£i0),
refinement or completeness, and general availability—these datpgets o be an
attractive source of knowledge that await the practice of Cl information nfining.
However, to date, no study has been reported that extracts only the most relevant Cl
information from this source, nor does a methodology exist that guides the pr&Qice o
information mining on municipality data sets. A further challenge arisestfrerfact that
the municipality data sets, as promising as they seem, are usually voluminous,
heterogeneous, and even entrapping.

In this paper, we propose a knowledge driven methodology for Cl information mining on
municipality data sets. Under this approach, pieces of deep yet usually taciedgewl

are first acquired from a group of Cl domain experts. These pieces of knowledberar
employed as keys to decipher the massive sets of municipality data amtl tbeti@l
information. The proposed methodology was tested successfully on a municipality in the
Southeastern United States, and can potentially be applied to other municipadities a
regions.

! http://www.dhs.gov/dhspublic/interapp/editorialtedal _0404.xm.

2 Data mining (also known as Knowledge Discoverpatabases—KDD) is defined as "The nontrivial
extraction of implicit, previously unknown, and paotially useful information from data" (Frawleyadt,
1992).



The remainder of the paper is organized as follows. Section 2 outlines the methodology
Section 3 details its implementation through a case study. Section 4 describes the
outcomes of the case study. Section 5 concludes with the merits of the methodology, and
suggests further research.

2. AKNOWLEDGE DRIVEN METHODOLOGY FOR CI INFORMATION MINING

The methodology proposed here gathers Cl information through an intertwined process
of knowledge acquisition, rendering, and validation (Figure 1). After an iagaich, a
knowledge worker, the person who solicits, interprets, and renders a human expert’s
knowledge, prepares a questionnaire and sends it to a human expert or, in some cases, a
group of experts, for answers. In addition, the knowledge worker may schedule both
structured and unstructured interviews with these expects. The knowledge therker
geographically renders the elicited knowledge on the generally availablesopee
information. The renderings are typically in the form of digital maps, at&itables, and

rule bases. The renderings are then reviewed by the expert(s) to make dinee that
knowledge worker’s interpretations of the human expert’'s knowledge agree with the
expert’'s expectations, or at least, do not “violently contradict any strongdediicigs” of

the expert(s) (Keeney and Raiffa, 1976, p.271). Upon human expert’'s feedbacks,
adjustments are made to refine the maps, attribute tables, and rule bases.ethexicor
renderings are presented to the human expert(s) for another round of validation. This
interactive process continues until the expert(s) are satisfied witbshist

Initial Search

)

— Knowledge Acquisition

|

Knowledge Rendering

!

— Knowledge Validation

Figure 1. A methodology for critical infrastructure information mining



The remainder of the section provides a detailed account of this methodology. In some
instances the initial search may generate sufficient knowledge such tisarerfiering

may occur prior to contacting domain experts (see Section 3.4). This initialingnder

then serves as input to domain expert discussions.

2.1. Initial Search

The process of Cl information mining begins with an initial search. This search isvolve
a set of three tasks: i) a survey of all the publicly available informatioiedetia the
domain; ii) the identification of the individual domain expert(s) for each ClI compgonent
and iii) the development of a list of questions for the interviews of the domain experts.

Publicly available information usually resides in open source locations sucheaxalbye
accessible databases, journals, books, newspapers, the Internet, and even world-of-mout
Much of the information from these sources is non-confidential, insensitive to lsusines
interests, and bearing little insights into the key issues related to CIPngjamd
management. However, both the information and the search process are nendssary a
valuable for CI information mining. They help knowledge workers become famililar wi

the problem domain; and they enable knowledge workers to identify individual domain
experts and develop questionnaires in order to proceed to the next stage of the
information mining process.

In should be noted that the thoroughness of the initial search contributes significantly to
the success of the subsequent stage of knowledge acquisition. First of all, itimeakes
interviews, structured and unstructured, more productive while reducing e tim
commitment of domain experts, who usually have limited resources and in masy cas
must justify the hours spent with the knowledge workers. Secondly, domain experts are
more likely to be forthcoming with procedural knowledge when knowledge workers are
well prepared. This forthcoming nature of domain experts is independent of whether the
knowledge worker utilizes a questionnaire during the interview.

2.2. Knowledge Acquisition

The task of knowledge acquisition deals with two levels of Cl knowledge. Surface
knowledge is the most common information offered when seeking information on a
subject. Surface knowledge is also referred to as declarative knowladgarf and

Aronson, 2001). Such knowledge includes facts and figures that can usually be found
easily at the beginning of knowledge acquisition, and in some cases, during the stage of
initial search. Examples include, but are not limited to, schematic diagran@ of a

system hierarchy, iconographical representations of Cl roles, and funcétat@mnships
among objects within a Cl layer. The CI proprietors usually are willingvi® this

generalized information to interested parties as it satisfies mosti@sgand raises little
corporate security concerns. Deeper procedural knowledge (Turban and Aronson, 2001),
on the other hand, such as safety protocols, problem diagnostic procedures, and
emergency response plans, are usually not disseminated to outside seekeusifpr se
concerns. Furthermore, the spatial element in both declarative and espeo@digural



knowledge, that is, information about the geographic footprints of Cls, either as
individual layers or as components of a public utility system (a traffic @osystem, for
example), is usually regarded as highly secure and business sensitive. Congequentl
neither the data about locations and geographic networks of Cl objects, nor the
knowledge about proximity and spatial interactions among CI objects is readlpbéeal

Various methods have been suggested for knowledge acquisition. These include, but are
not limited to, the method of “familiar tasks” (Duda and Shortliffe, 1983; Mitidl a

Dym, 1985; Stefik et al, 1982), structured and unstructured interviews (Hoffman, 1987;
Weiss and Kulikowski, 1984), limited information tasks (Hoffman, 1987), constrained
processing tasks (Hoffman, 1984, 1987; Klein, 1987), and the method of “tough cases”
(Doyle, 1984; Hoffman, 1987). Among these methods, interviews (both structured and
unstructured) are the most common and widely accepted approach to knowledge
elicitation (Hoffman, 1987; Millet and Harker, 1990; Xiang and Whitley, 1994).
Although interviews are usually more time-consuming and less efficientdtiner

methods (such as limited information tasks and constrained processing tasks), domai
experts generally feel more comfortable with interviews and, therefer&ess hesitant

to offer opinions (Ibid.). For example, during an interview conducted through our case
study, the domain expert offered a detailed physical description of alardga within

the telecommunication network, providing details on square footage, parking area,
number of stories and surrounding land Udes invaluable tacit knowledge would have
remained undiscovered without such an interview.

At this stage of Cl information mining, a combination of structured and unstructured
interviews are used to acquire deep procedural knowledge, following an approach
developed by Xiang and Whitley (1994, pp.283-288). The unstructured interview consists
of an informal discussion with the domain experts, where the knowledge worker sonduct
an unscripted conversation and slowly builds his/her understanding of the infrastruct
Interviews with these individuals usually last about an hour and consist of an informal
guestion and answer session. The structured, more formal interview is usually anducte
afterwards, where the knowledge worker submits a list of detailed questiaiigitdlse
domain expert’s explicit input. A structured interview often further refiheknowledge
acquisition process, providing greater clarification to knowledge extrdaotaty the

informal interviews.

Ideally, a group of experts from each domain should be interviewed to minimize
individual biases. Under this multi-expert approach, the knowledge acquisition pgocess
usually conducted in either an interactive group setting or through individual @visrvi
with domain experts. A group setting is considerably more time efficient begause
knowledge worker can solicit input from multiple domain experts in a single session.
However, there are several drawbacks associated with this method, includingtolomina
by one individual, lack of focus, and limited participation by all members (Moore 1987).
With individual interviews, on the other hand, the knowledge worker will need to
consolidate all of the information obtained from the domain experts. This process can b
cumbersome, and time consuming - especially when the information is contradicto



(Roth and Wood 1990). In practice, therefore, the ideal multi-expert approach often
yields to a sub-optimal single-expert approach for pragmatic reasons.

Another way to de-bias elicited knowledge is to use a shared information approach that
encourages communications among the knowledge workers. During the interview
process, each knowledge worker is usually assigned to a specific domain, working
individually with a domain expert. Under this shared information approach, the
knowledge workers share with one another the knowledge they solicited from various
domain experts through informal discussions at regular intervals. These “crossrdom
discussions can provoke questions that could prove useful in follow-up interviews with
the respective domain experts. In our case study, for instance, a final, forsesitaten

of knowledge acquisition results proved to be an extremely useful communicatsomse
for both knowledge workers and domain experts. The knowledge workers benefited from
the additional informal knowledge validation provided by domain experts as well as
information obtained from co-worker presentations. It also provided an excellent
opportunity for domain experts of the various utility sectors to discuss their
interdependencies.

2.3. Knowledge Rendering

Knowledge rendering is a process in which knowledge workers interpret the kgewled
elicited from domain experts and express this understanding using an appropriate
representation. More specifically, in the case of Cl information mining, knowledge
rendering refers to the exercise through which knowledge workers devsgbayia
representatiorof the infrastructure layer based on the knowledge acquired from the
domain expert(s). In our case study, for instance, a domain expert supplied thelgeowle
worker with a detailed description of the physical characteristics mtiGatnode in a
telecommunication network (for example, parking lot size, building height, etc.). To
render this piece of knowledge spatially, the knowledge worker first selectbd all t
service provider’s properties from a publicly available tax parcel datalrfie worker

then superimposed these selected land parcels onto digital orthophotos of theestudy ar
and removed all the parcels that do not match the physical characteristiegorkier
finalized the rendering by saving all the remaining parcels on a newlimamnap is
referred to as proxy or surrogatedata layer in that it is not a map of the real gatase
Instead, it is a geographic rendering of the domain expert’'s knowledge on the open-
source municipal data (tax parcels and digital orthophotos, in this case) astatelqyr

the knowledge worker. In addition to maps, the rendering of domain expert’'s knowledge
can take other forms, such as iconographic representations, flowcharts, and table

2.4. Knowledge Validation

During the final phase of the CI information mining process, the knowledge worker
submits the newly rendered proxy data layer to the domain expert for validatiome®\ ser
of structured or unstructured interviews are scheduled, where the domainisgked

to verify that the spatial renderings are consistent with the knowledge he/sldegnovi
the previous interview(s). The proxy data layers submitted to the domain experts are



usually presented as digital maps. These layers are continuously updatednaad refi

during the process based on feedback from the domain expEhnitsphase is complete

when the domain experts are satisfied with the knowledge rendering presented and have
verified that the knowledge worker did not misrepresented any of the knowledge.

3. IMPLEMENTATION OF THE METHODOLOGY: A CASE STUDY

The above-described methodology was initially developed to mine information from four
critical infrastructures in a municipality in the Southeastern Uniteg@sStahese
infrastructures include the electric power grid, telecommunication, ngasabnd
transportation networks. As an illustration of the application of the methodology, this
section provides a detailed description of mining exercise for information about the
natural gas supply system. The outcomes are presented in Section 4.

A pipeline network supplies natural gas to residential and commercial customers
throughout the metropolitan area. Commercial pipelines transmit large vobdimatiral
gas at a high capacity of 420 PSI (pounds per square inch, 1 PSI = 6895 Pascals).
Residential pipelines distribute small volumes at a capacity of 70 PSI or lower

3.1. Initial Search

Because of the security concerns with gas pipeline data, it is not surphigirige initial
search for publicly available data yielded a modest result. Among the nevstnteare

the pipeline system’s general structure and a digital map of the majonisaits

pipelines from Texas to New Jersey. In addition, the knowledge workertedllec
information about the domain experts who are affiliated with the natural gas priovide
the region, and the information on the land parcels designated as easement fogastural
providers.

3.2. Knowledge Acquisition

Through a series of structured and unstructured interviews with the domain theert,
knowledge worker obtained two important pieces of knowledge about the locations of the
local pipeline network and the physical characteristics of the regulatmmst—the

nodes on the network. During a visit to the company, the knowledge worker was also
given an image file, a screen shot from a GIS data file, of the localn@pediwork.

From the image file, it was clear that the easement areas on the pr@peetydata set

are major pipelines in the municipality area.

3.3. Knowledge Rendering

The process of knowledge rendering consisted of three steps: construction ofahal regi
pipelines (higher than 70 PSI); identification of the regulator stations, artborefa

local pipeline network (70 PSI and lower). This process proceeded under the guidance o
the knowledge acquired from the domain expert.

% In figures and maps, PSl is referred to as “psitfjounds per square inch pipe”.



In constructing the regional pipelines, the knowledge worker first superimposag a m
layer of the easement areas on top of the digital orthophotos, and found some interesting
physical characteristics of these easement areas: flat, open,direesrg 15 feet in

width, either a little higher or lower than the surrounding ground surface. Witm#ue i

file of the local pipeline network provided by the natural gas company asenadethe
knowledge worker then created a proxy of the regional pipelines by connecting those
easement areas.

To identify the locations of the regulator stations, the knowledge workesdiestted

from a tax parcel database all the land parcels that are owned by teengasy and put
them on a new map. The knowledge worker then superimposed the map on the digital
orthophotos to examine, within each land parcel owned by the natural gas company,
whether the physical characteristics of the regulator stations descyilieel ddomain

expert were found. Typically, a regulator appears to be a small structudigitaia
orthophoto with an electrical generator in the back. Another characteristic is that
regulators are usually located at regular intervals along the pipeline. diwekige

worker then placed a node on the identified regulator to represent its locatiory, Rithall
the nodes were saved on a new map layer.

The creation of local distribution pipeline network (70 PSI and lower) was guided by
rules acquired from the domain expert. These rules are (1) 90% of the pipes follow the
collector and neighborhood streets, and roughly 10% of the streets in a muniegtal str
centerline file do not coincide with pipelines; (2) pipelines do not follow major
highways—interstates and arterials; and (3) newly developed neighborhoods that do not
have natural gas supplies are shown on the image file that the company provided as
empty areas. Applying these rules to the street centerline files stuthg area, the
knowledge worker produced a map of the proxy distribution pipeline network.

3.4. Knowledge Validation

The completed renderings of the gas pipeline network and regulator stations proxy data
layers were submitted to the domain expert for validation. Again, because dafysecur
concerns, the domain expert did not explicitly confirm whether the renderings were
“right” or “wrong”. He instead directed the knowledge worker’s attention to platere
erroneous assumptions in the pipeline placement had occurred. Based on this feedback,
the knowledge worker made adjustments on the pipeline alignments on the digital maps,
and checked on the tax parcel database to assure that the updates were thorough and
complete.

It should be noted that during the process of knowledge acquisition, rendering, and
validation, spatial techniques equipped in GIS and open-source data sets, especially,
digital orthophotos played a significant role. By showing the geographic oljebisin
actual forms, rather than cartographic symbols (points, lines, areas, sj fliXt#sand

and Kiefer 2000], digital orthophotos provide an advanced tool that was far more
effective and efficient than the traditional maps and aerial photos for knowledge
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rendering and validation. The use of GIS enables the knowledge workers to rniemage
complex task of rendering an entire utility network. It helps track variotigrésasuch as
transmission poles, transmission stations and gas pipelines all within apsdiake s
domain. In this fully integrated system, all of the features are relsitledt&tion and
multiple data layers can be dynamically linked for visual analysis amddprproduction
(Harder 1999).

4. PRODUCTS OF THE INFORMATION MINING PROCESS

The information gathered through the above processes falls into two ineztrelat
categories. They are information about the functionality of a Cl systenmi@nchation
about the geography of Cl system structures. In this section, a descriptiomeasfuhiag
information about the natural gas distribution system is given as an example of the
products of the mining process.

Figure 2 shows the hierarchy of the natural gas pipeline network. Level $aefsréhe
main national gas pipeline (e.g., the West/East pipeline running from Texa#/to Ne
Jersey). The 175 PSl lines at Level 2 transmit natural gas to the municgal lage
Level 3 network (70 PSI or lower) distributes natural gas to the local serea® a

Main Transmission Pipeline Level 1

(Texas — New Jersey) EE—
420 psig pipeline

. - o Level 2

175-psig pipelines E—

- Level 3

70 psig pipelines —

] Level 4

Connection to User —

Figure 2. A functional hierarchy of the natural gas distribution system

A geographic representation of the natural gas distribution network in the stadg ar
provided in Figure 3. The thickest line in the lower right corner of the map reprdsents t

main national gas pipeline. The regional pipeline (in blue) circles the municipal boundary

and distributes gas—via regulator stations—to the local services pipelinesk(in da
green).
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s 4X) Palg natural gae fransmiealon plpa line
= 175 Psig Natural Gas Pipe
—— 70 Psig Natural Gas Pipe

& Regulator

Figure 3. A Geographic Rendering of the Natural Gas Distribution System
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5. CONCLUSIONS

We contend that the proposed methodology is a viable choice for CIP professionals in
their efforts to gather Cl information for scenario composition and vulngyabil
assessment for several reasons. First, the methodology produces credibkfidnd us
results, as demonstrated through the case study (the CI information datiasreredible

in the eyes of domain experts). Second, the results are also useful for Clistscenar
composing scenarios. The Cl information from this case study has succesghpidyted

a Cl simulation project funded by a federal agency (Tolone 2004). Third, the
methodology is executable for most, if not all, municipalities across thed Bliédes as

the required resources for data, computation, and knowledge acquisition, including
domain experts, are generally available. Fourth, the costs assodidi@dethodology
implementation are modest, most of which are related to the time and expenses of
knowledge workers. Fifth, the methodology is adaptable and can be applied to any ClI
domain, although only four domains of CI information were involved in this case study.
Finally, not only can methodology results be readily refined and updated, but they can
also be incorporated into a real Cl database should it become available under the
Protected Critical Infrastructure Information (PCII) Program.
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