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Increasing Media Attention to 
Deepfake Geography

Zhao, B., Zhang, S., Xu, C., Sun, Y., & Deng, C. (2021). Deep fake 
geography? When geospatial data encounter Artificial 
Intelligence. Cartography and Geographic Information Science, 48(4), 338-
352.
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Deepfake Geography
as a Pressing National Security Concern

https://www.defenseone.com/technology/2019/03/next-phase-ai-deep-faking-whole-
world-and-china-ahead/155944/

— Todd Myers, CIO at the National 
Geospatial-Intelligence Agency.

“They’re already doing it right now, using 
GANs—which are generative adversarial 
networks— to manipulate scenes and pixels to 
create things for nefarious reasons.”
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Satellite Imagery Synthetization

This simplified illustration shows how a synthetic satellite image (right) can be simulated by satellite image pairs from a second city (City B).
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Synthetic Satellite Images
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Satellite Imagery Synthetization (Cont’d)

Google Earth Level-16 (2.4m)Google Earth Level-18 (0.5m) Sential-2 (10m) Landsat-8 (30m)
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Deepfake Detection

• Scholars found that GAN-
generated fake images were
different from authentic ones
in multiple visual features
such as color, texture and
details, and in frequency
domain features such as a
certain type of periodic
replications (Galbally &
Marcel, 2014; Wang et al.,
2020; X. Zhang et al., 2019).

• 26 selected features of three
categories.
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Deepfake Detection

Does the workflow work well?

The proposed approach can effectively detect 
CycleGAN-generated fake satellite images. 



/ 12Bo Zhao: Deep Fake Geography? 9

Next Steps

1. A NFT (Non-fungible-Token) based digital licensing system
2. Deepfake detection API for satellite images on social media platform
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Next Steps
3. A Public-facing Platform for Fact-checking Satellite Imagery
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GIScience in the Post-truth Era

GIScience in the Post-Truth Era
Organizers: Bo Zhao (UW);    Ling Bian (SUNY at Buffalo) 

• Rethinking of  ground truth, spatial data quality, and uncertainty under the context of  post-truth.

• Fake location detection, proof  of  location and/or other countermeasures using innovative GIS methods, including, 

but not limited to, spatial statistics, spatial network analysis, time geography, spatial-temporal analysis, natural 

language processing, GeoAI, and etc.

• The spatial dissemination of  fake geographic information, and in the context of  post-truth.

• Critique of  fake locational information (e.g., check-in, geo-tag, location-based review, etc.) and its impacts on geo-

privacy, policing, surveillance, and digital governance.

• Case studies of  geospatial information falsification (e.g., location spoofing, check-in hacking, satellite image forgery, 

etc.) and its relevance in public health, national security, and everyday life.

Zhang, S., Zhao, B., Tian, Y., & Chen, S. (2021). Stand with# StandingRock: Envisioning an epistemological shift in understanding geospatial 
big data in the “post-truth” era. Annals of the American Association of Geographers, 111(4), 1025-1045.



Thank you, any questions and comments?

Zhao, B., S. Zhang, C. Xu, Y. Sun, and C. Deng. (2021) Deep fake geography? When geospatial data 
encounter artificial intelligence. Cartography and Geographic Information Science. 48(4), 338-352. 

I would like to express my gratitude to my co-authors of this paper. They are Yifan
Sun (University of Washington), Chunxue Xu (ESRI), Shaozeng Zhang (Oregon
State University), Mia Bennett (University of Washington), and Chengbin Deng
(University of Oklahoma).
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