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Agenda

1. ldentify and characterize Masters programs branded as “Spatial”
“Geospatial” or “Geographic” Data Science in August-September 2022

2. Assess prevalence of ethics-related content in academic program and
course descriptions

3. Propose an “understatement factor” to help account for mismatches
between course descriptions and actual course activities

4. Visualize and discuss variations among academic programs

5. Describe Penn State’s approach to ethics education
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Space Skepticism, by Luc Anselin

Fellows

When asked to write this column, the topic | suggested was “space skepticism.” Space
24 skepticism is the attitude/position that an explicit spatial perspective does not contribute in a
meaningful way to the knowledge discovery process. In this view, (still) shared by many in
academia, GIS and spatial technologies may be useful tools, but spatial thinking is not considered to be
fundamental to the scientific process itself. Of course, this perspective is not shared by the UCGIS
membership, but then among ourselves, we tend to preach to the choir. So, why do | set a negative tone
in this first column in the series?

| hasten to add that | do not want to draw too dark a picture. Important progress has been made in
terms of the adoption of a spatial perspective in mainstream science, policy and curriculum over the
past two decades. This coincides with the establishment of UCGIS a little over 20 years ago. We have
indeed come a long way. My dissertation advisor at Cornell University (the late Walter Isard) initially
characterized my topic (spatial econometrics) as a “red herring” (he later came around). And one of my
first submissions to an economics journal got the response from the (single) referee “what is this
spatial autocorrelation?” Today, GIS(T) is increasingly common in the curriculum from high school to
vocational and traditional higher education. Spatial questions are addressed in the mainstream science
and social science journals, and both spatial statistics and spatial econometrics have become accepted
subfields in the discipline.

However, all too often, GIS(T) is still considered mostly as a tool to create great visualizations, the so-
called “GIS maps” as they are typically referred to. What is lacking is a true “spatial thinking”
perspective, that not only uses the GIS to collect the data and present the results, but makes the spatial
perspective an integral part of knowledge discovery.

This issue has become more relevant in the current setting of “big data,” or, as | prefer to refer to it,
“new” data, and the advent of data science as a new paradigm. The new data that have become
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Ethics Education for
Current & Aspiring
Geospatial Professionals

Open Educational Resources for
Practical Ethics Education

Case Studies

This project produced a set of case studies based
on real and hypothetical scenarios experienced by
geospatial professionals. The c: and associated
instructor resources are freely available for use and
reuse at other institutions. They have been suc-
cessfully implemented in graduate curricula (both
online and on campus) as well as in workshop set-
tings.

The “case method” is a common pedagogical ap-
proach to ethics education in many fields. Through
methodical analysis of case studies, students gain
improved ethical sensitivity, knowledge, and judg-
ment. Davis’ “seven-step guide for ethical decision-
making” helps students learn to analyze cases
methodically.

Examples of case study scenarios:

> A police department's plan to map potential ter-
rorist enclaves brings charges of racial profiling.

A GIS analyst is asked to exclude pertinent data
from maps prepared for a public hearing.

Researchers track mobile phone users' move-
ments to derive predictive models of human
mobility.

A geospatial intelligence analyst predicts the
civilian casualties likely to be caused by a pre-
emptive missile attack.

A sales representative is expected to withhold in-
formation that could affect availability of a data
product.

A scope of work statement and established
mapping procedures prevent a GIS analyst from
adding wetlands to a landuse planning database.

ical Decisions in G

Davis, Michael (1999). Ethics and the University.
London, England: Routledge.

A key objective of practical ethics education in
GIS&T is to strengthen the moral reasoning skills
of current and future geospatial professionals.
Davis’ “seven-step guide” is a useful framework for
helping students acquire these skills.

Step 1: State problem. For example, “there's
something about this decision that makes me un-
comfortable” or “do I have a conflict of interest?”

Step 2: Check facts. Many problems disappear
upon closer examination of the situation, while oth-
ers change radically.

Step 3: Identify relevant factors. For example,
persons involved, laws, professional code, other
practical constraints.

Step 4: Develop list of options. Be imaginative,
try to avoid “dilemma”; not “yes” or “no” but whom
to go to, what to say.

Step 5: Test options. Use such tests as the fol-
lowing: Harm test: does this option do less harm
than alternatives? Publicity test: would T want
my choice of this option published in the newspa-
per? Defensibility test: could I defend choice of
option before Congressional committee or com-
mittee of peers? Reversibility test: would I still
think the choice of this option is good if I were
adversely affected by it?

Step 6: Make a choice based on steps 1-5.

Step 7: Review steps 1-6. What could you do
to make it less likely that you would have to make
such a decision again?



GISEthics.org

Case Studies Project Description

ETHICS

Case Studies

Students develop ethical awareness and moral reasoning skills by analyzing
and discussing realistic case studies. The cases in this curated collection pose
some of the ethical challenges faced by geospatial professionals. Related
educator resources are available on request for most cases.

Download the Case Studies

« An Ethical Minefield Should a surveying and mapping crew chief pay a bribe to acquire
data needed to conduct field reconnaissance safely?

« Bear Baiting Should locations of controversial hunting stations be mapped?


https://gisethics.org/

@ PennState

Online Geospatial Education

Home Certificate Programs vy Degree Programs vy The Experience v We Are! v Join Today v
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Ethics Education in Spatial Data Science MS Programs
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10. Ethical Problem Solving

Ethical precepts for data science and codes of conduct

4: Required course(s) covering ethical precepts for data science and codes of conduct.

3: Required course(s) introducing ethical precepts for data science and codes of conduct, but not
at the level necessary to receive a 4.

2: Optional course covering ethical precepts for data science and codes of conduct.

1: No course covering material.

Privacy and confidentiality

4: Required course(s) covering privacy, confidentiality, or ethics of data.

3: Required course(s) introduced privacy, confidentiality, or ethics of data, but not at the level
necessary to receive a 4.

2: Optional course covering privacy, confidentiality, or ethics of data.

1: No course covering material.

Responsible conduct of research

4: Required course description specifically mentioning responsible conduct of research or
something similar.

3: Required course description mentioning responsible conduct of research or something similar,
but not at the level necessary to receive a 4.

2: Optional course description specifically mentioning responsible conduct of research or
something similar.

1: No course covering material.

Ability to identify "junk" science

4: Required course description specifically mentioning junk science or pseudoscience.

3: Required course description including language like "critically evaluating the quality of prior
published work."

2: Required course description explicitly mentioning the scientific method; or optional course
description including language like "critically evaluating the quality of prior published work."

1: No course covering material.

Ability to detect algorithmic bias

4: Required course description explicitly mentioning algorithmic bias, ethics of algorithm
development/application, or something of that ilk.

2: Optional course description explicitly mentioning algorithmic bias, ethics of algorithm
development/application, or something of that ilk.

1: No course covering material.

Oliver Jeffrey C. and Torbet McNeil
(2021). Undergraduate data
science degrees emphasize
computer science and statistics but
fall short in ethics training and
domain-specific context.

Peer) ComputerScience 7:€441
https://doi.org/10.7717/peerj-
cs.441
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PENN STATE UNIVERSITY M.S. in Spatial Data Science

Program site: https://geospatial.psu.edu/degree-programs/master-of-science-in-: Perma CC: https://perma.cc/8LCV-F7VE

Ethics education information: https://geospatial.psu.edu/ethics

Ethical precepts for data science and codes of conduct

4

Required course(s) covering ethical precepts for data science and codes of
conduct.

Required course(s) introducing ethical precepts for data science and codes
of conduct, but not at the level necessary to receive a 4.

Optional course covering ethical precepts for data science and codes of
conduct.

No course covering material.

Privacy and confidentiality

+
[l

Required course(s) covering privacy, confidentiality, or ethics of data.

Required course(s) introduced privacy, confidentiality, or ethics of data, but

not at the level necessary to receive a 4.
Optional course covering privacy, confidentiality, or ethics of data.
No course covering material.

Dublin rubric lllinois rubric Kentucky rubric

Scores

3

Liverpool rubric

Courses

Responsible Scholarship and Professional
Practice (RSPP) workshop
https://geospatial.psu.edu/RSPP_Workshop

GEOG 581: Spatial Data Science Ethics
https://geospatial.psu.edu/geog581

LSE rubric

RSPP workshop

GEOG 581.: Spatial Data Science Ethics

Maine rubric

Michigan rubric

Assessed program

Date Assessed: 26 August 2022 (Reviewed 19 October 2022)

Notes

"The Responsible Scholarship & Professional Practice (RSPP) workshop
involves approximately twelve hours of instructor-led student activity.
Activities include online (CITI) training in the responsible conduct of
research, online discussions, readings, and formal analysis of geospatial
ethics case studies. Students who successfully complete the RSPP workshop
will be prepared to: vPractice academic integrity and responsible conduct of
research; Demonstrate ability to write English prose at a graduate level;
Demonstrate moral reasoning skills through methodical analysis of ethical
case studies; and Demonstrate familiarity with and understanding of
pertinent ethical codes and rules of conduct”

"GEOG 581 is a graduate seminar for students who are concerned about the
ethical implications and social impacts of geospatial technologies and
methods. It traces the roots of Spatial Data Science Ethics in moral
philosophy, professional ethics frameworks, and critical studies in the
geospatial field. Students analyze ethical case studies and compare and
critique relevant legal and policy issues. They evaluate the organizational
ethics of firms and agencies (including current or potential employers) that
provide spatial data science products and services, and they discuss a
proposed “ethics of digital care” for leading balanced digital lives"

Miinster rubric Penn State rubric ~ Temple

Note: MS-SDS students required to take
either the RSPP workshop or GEOG 581:
Spatial Data Science Ethics.

4«



https://docs.google.com/spreadsheets/d/1blB1G5BNZVOd0AMnfHtBNXfbMxb9yoBBFrdC9Op-ebE/edit#gid=1425522116&range=A1

PennState

Application

Apply knowledge of
spatial relationships,
technology, and
geospatial
information for the
creation of maps,
databases, and
software
applications to
address challenges
in the private,
commercial and
societal sectors.

Communication

Communicate the
nuances of complex
spatial relationships
with text, voice, and
visual products to
broadly inform
professional and
non-technical
audiences in a range
of contexts.

Curriculum Mapping Project Nov 2021 —Jan 2022

Creation

Create viable
solutions using
maps, applications
and analytical tools
to address new
challenges in a
variety of domains.

Critical
Thinking

Objectively analyze
and evaluate a
situation in the
context of spatial
relationships to
enable further
analysis in support
of problem solving

and decision making.

Cultural
Competence

Demonstrate
knowledge of
cultural norms that
are respectful of
diversity and
inclusion to establish
a positive and
professional work
environment.

Ethics

Demonstrate ethical
conduct by
producing quality
work, contributing
to the community,
manasging
professional
relationships by
establishing honest
and respectful
interactions among
individuals and
organizations.

Knowledge

Apply knowledge of
spatial information
and relationships
using appropriate
geographic
information
technologies in a
variety of contexts
to educate, solve
problems and make
decisions.

Instructors asked to rate their courses in relation to each of 9 competency areas

Professional

Demonstrate
conduct in
alignment with
professional
standards in
interpersonal
communication,
mediation, and
respect for diversity
while recognizing
appropriate team
roles in professional,
community and
education-based
activities.

Ratings: “1 for Introductory, 2 for Practice, or 3 for Mastery ... or X if not applicable”

1

Introductory

Students are receivers of knowledge, and

demonstrate comprehension and ability to apply

knowledge within the field of study

Students expand abilities to apply knowledge in the
discipline. Foundation concepts and abilities are

2
Practice

reinforced through practice.

3

Mastery

Students demonstrate mastery of knowledge domain
and proficiency in using what they have learned

Research

Combine accepted
geospatial
techniques and prior
knowledge of spatial
relationships to
create new solutions
for previously
unencountered
situations.
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1
12
13
14
15
16

17

18

19

Course #

479

48

Title

Networks

0 Exploring Imagery and Elevation Data in GIS

Applications

481 Topographic Mapping with Lidar
482 Making Maps that Matter with GIS

48

5 GIS Programming and Software Development

484 GIS Database Development

48

6 Cartography and Visualization

489 Advanced Python Programming for GIS

57

58

1 Intelligence Analysis, Cultural Geography, and

Homeland Security

1 Spatial Data Science Ethics

583 Geospatial System Analysis and Design
585 Open Web Mapping

586 Geographic Information Analysis

589 Emerging Trends in Remote Sensing

59

1 GIS for Analysis of Health
594a Culminating Experiences in Geospatial

Intelligence

596i Independent Study in Geospatial Intelligence

858 Spatial Data Science for Emergency

Management

861 Spatial Reference Systems in GIS
863 Web Application Development for the

Geospatial Professional

865 Cloud and Server GIS
868 Spatial Database Management
882 Geographic Foundations of Geospatial

Intelligence

883 Remote Sensing Image Analysis and

Applications

Sheet1 ~

Course map
respondent
Spatial Data Science of Cyber and Human Social Giannakis

Schuckman

Schuckman
DiBiase
Giannakis
Giannakis
Kessler
O'Brien
Thomas

DiBiase
Bacastow
Giannakis
Kessler
Schuckman
Beaty
Thomas

Thomas
Beaty

Kessler
Detwiler

Baxter
Detwiler

Corson

Sharma

Instructor Ethics
rating in Course
Map

1

== XN X =N

N NN X X WwWwWw

E

Ethics (or privacy,
confidentiality, bias,
truth, propaganda)
mentioned in Course

Description or
Syllabus?

Statement in description
"compare expectations and rights of individuals and governments related to the use of geolocation technologies, data, and privacy from various perspectives"

"use acquired knowledge and critical thinking skills"

"Relevant ethical, legal, and policy issues such as locational privacy"

Map critiques

Spatiial Data Science Ethics

(implied)
"Discuss the merits of point pattern analysis versus cluster detection, and outline the issues involved in real-world applications of these methods."

"Explain the privacy concerns associated with mapping and using health and disease data"

"This course will challenge you to exercise the critical thinking and technical skills needed to evaluate and develop successful cloud GIS projects"

"critically assess ethical and social justice issues that arise in the application of geospatial intelligence analysis;"

Explore



https://docs.google.com/spreadsheets/d/1Xg2a9K4MIXiIJgQMVbuvnoQqybblk0cR/edit?usp=sharing&ouid=106202229429590857471&rtpof=true&sd=true

15
16

17

18

19

B G D
589 Emerging Trends in Remote Sensing Schuckman 2
591 GIS for Analysis of Health Beaty 2
594a Culminating Experiences in Geospatial Thomas 2
Intelligence
596i Independent Study in Geospatial Intelligence Thomas
858 Spatial Data Science for Emergency Beaty
Management
861 Spatial Reference Systems in GIS Kessler X
863 Web Application Development for the Detwiler X
Geospatial Professional
865 Cloud and Server GIS Baxter 1
868 Spatial Database Management Detwiler X
882 Geographic Foundations of Geospatial Corson 2
Intelligence
883 Remote Sensing Image Analysis and Sharma 2
Applications
884 GlIS for the Geospatial Intelligence Professional Bacastow 3
892 Unmanned Aerial Systems Abdullah 2
885 Advanced Analytic Methods in Geospatial Thomas 2
Intelligence
Professional
Practice rating in
Course Map
596A Individual Studies - Peer Review Kessler 3
596B Individual Studies = Capstone Project Kessler 3
Instructor Ratings Summary
X (Topic not addressed) = 7
1 (Introductory) = 6
2 (Practice) = 11
3 (Mastery) = 5
1, 2 or 3 (Some Ethics Content) = 22/29 =77%
Sheet1 ~

yes "Explain the privacy concerns associated with mapping and using health and disease data"

no "This course will challenge you to exercise the critical thinking and technical skills needed to evaluate and develop successful cloud GIS projects"

yes "critically assess ethical and social justice issues that arise in the application of geospatial intelligence analysis;"

yes "3/2" "understanding rules and regulations governing operating a UAS in the United States"... "concerns surrounding UAS safety, security and privacy issues"... "L
yes "You'll also learn how to reduce personal and organizational bias"

no (Implied: Responsible Conduct of Research)
no (Implied: Responsible Conduct of Research)

Course Descriptions Summary

22 No - Course descriptions don't mention ethics-related topics
7 Yes - Course descriptions mention ethics-related topics
7/29 = 24% Yes - Course descriptions mention ethics-related topics



https://docs.google.com/spreadsheets/d/1Xg2a9K4MIXiIJgQMVbuvnoQqybblk0cR/edit?usp=sharing&ouid=106202229429590857471&rtpof=true&sd=true

INSTITUTION

Birkbeck College

University of Bristol
University College Dublin
University of lllinois
University of Kentucky
University of Liverpool
London School of Economics
University of Maine
University of Michigan
Universitat Miinster
Pennsylvania State University
Temple University

University of Southern California

MASTERS PROGRAMS ASSESSED

MSc in Geographic Data Science

MSc in Geographic Data Science and Spatial Analytics

MSc in Geospatial Data Analysis

MS in CyberGIS and Geospatial Data Science
MS in Digital Mapping

MSc in Geographic Data Science

MSc Geospatial Data Science

MS Spatial Information Science and Engineering
MS Spatial Informatics
MS in Spatial Data Science

MSc in Geoinformatics and Spatial Data Science
MS in Spatial Data Science
PSM in Geospatial Data Science

MS in Spatial Data Science

Spatial Data Science Ethics Education worksheet at https://bit.ly/3gy3cDP

PROGRAM DESCRIPTION
https://perma.cc/5EQ2-ZRHT
https://perma.cc/BU52-ZQ9P
https://perma.cc/DQ8Q-ENVS
https://perma.cc/7CBD-3HTK
https://perma.cc/6ESD-C6G5
https://perma.cc/6C8X-CD7F
https://perma.cc/W68W-P729

https://perma.cc/S29Y-R5JB

https://perma.cc/C5NY-4F79

https://perma.cc/Z7AE-PAXX

https://perma.cc/8LCV-F7VE

https://perma.cc/SLMM-FTCG

https://perma.cc/4PT8-DNG?2

DELIVERY
On campus
On campus
On campus
Online
Online

On campus
On campus

On Campus (MS SIS&E)
Online (MS SI)
On Campus

On campus
Online
On campus/hybrid

Online


https://bit.ly/3gy3cDP
https://bit.ly/3gy3cDP

Ethical problem | C L o
solving Oliver & McNeil (2021)
Data Science BS programs

| | 1 |
1 2 3 4
o :
® O ® @ *—o—0——9 - - DiBiase & Robinson (2022)
1 2 3 4 Spatial Data Science MS



Rubric Scores Summary

0"0 \\\\0&9 é“\&\‘go v“é\& Q}&o@& é&&@ < éQOO\ Row means
Ethical precepts for ::;:ss;ife::: ;L::‘: 1 1 1 1 1 3 3 1.8
Privacy and confidentiality 1 1 1 2 2 2.2
Responsible conduct of research 1 1 2 3 2 2.7
Ability to identify "junk" science 1 1 2 1 2 1 1 2 2 2 1 1 3 15
Ability to detect algorithmic bias 1 1 1 1 2 2 2 1 1 1 1 1.7

Column means 1 1 1.4 1.8 1.8 1.8 2 2 2.2 2.4 2.6 2.8 3.2
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Responsible conduct of research 1 1 2 3 2 2.7
Ability to identify "junk" science 1 1 2 1 2 1 1 2 2 2 1 1 3 15
Ability to detect algorithmic bias 1 1 1 1 2 2 2 1 1 1 1 1.7

Column means 1 1 1.4 1.8 1.8 1.8 2 2 2.2 2.4 2.6 2.8 3.2



Data Quality Labor Exploitation

Commodification Algorithmic and Workplace Cartographic
Automation

of Personal Data IER Integrity

Inadequate Environmental
Privacy Legal and Policy g ryveillance Impacts of Tech Analytical
Frameworks Society Manufacture and Integrity

Operations
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